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EXECUTIVE SUMMARY

The modern international security environment has undergone significaugieshsince the end of
the Cold War. The nature of the battlefield has changedruoahto urban. New technology
promises tremendous capabilities, and there areacéws on the scene. These changes have had an
impact on the approaches used by U.S. security instruneeimiplement U.S. policy.

The U.S. Marine Corps identified the changing kétld in the later half of the 1990s and
articulated its vision of future warfare as the ThrémcB War. Concurrent to Marine Corps!
development of the Three Block War was an explosive grawitiformation technology
developments. The end of the Cold War, budgetegsures, changing face of war, and technological
advancements at the start of thé Zkntury generated tremendous pressure upon theil&yn
establishment to adapt. Emerging from these pressuas a desire to operationalize the information
technology advancements realized at the end @@A€entury in what is being called Network
Centric Warfare. These two vectors, refining tieek Block War model and Network Centric
Warfare, have come to be important elements totthéegies and tactics used to fight in Operation
Enduring Freedom and Iragi Freedom as well as componetis tohsequent debate about the
appropriate structure and composition of the U.@tary for the 2£' Century.

The convergence of the Three Block War and Network Centri¢aéahas led to renewed
importance and significance of individual actions onlthttlefield, the rebirth of the Strategic
Corporal for 2 Century warfare if you will. The nexus of the Three Blu¢ar, Network Centric
Warfare, and the Strategic Corporal have been put teghén Irag. Recent events associated with the
battle for Fallujah, Iraq, the strategies and tscémployed, and preparations for operations highlight
the importance of the individual and provide an exaropleow to maximize the strengths of the
Three Block War and Network Centric Warfare.

In the fight for Fallujah, the small unit leader eged as a center of gravity. His ability to affect
the tactical level had strategic implications. miaximize the positive effects of these small unit
leaders, the Marines developed their strategytegnate the Three Block War principles with Network
Centric Warfare concepts. They used the training conceptdaped for the Three Block War and
augmented them with the equipment developed fowbiét Centric Warfare. The result was
tantamount to a human network centered on the small udéreihe Strategic Corporal.

Future applications of this model will have to be tailai@the specific situation. There are
specific aspects associated with intelligence, commaationships, technology, preparation, media,
and integration that will be unique to future catfl. These aspects were addressed in the fight fo
Fallujah and resulted in success. Intelligenceidem/the Strategic Corporal in Fallujah with
contextual knowledge, as well as time sensitive targetiformation. The command relationship used
sectors and focused on giving the small unit leader fléxiloil his objective area while synchronizing
his actions with strategic objectives. Technology used effectively. It was responsive to the needs
of the small unit leader and developed to enhancettission accomplishment. Preparation for
Fallujah was based on Three Block War concepts esigihg the importance of scenario-based
training, the ability to transition between highddaw intensity operations, and presence of media.
Initially, media and information employment during Fadlujfavored the adversary. Eliminating
unverifiable information sources and preparingdmance for potentially negative events eventually
neutralized this. The role of agencies outsidentiigary was also a factor. Identifying the special
skills relevant to a situation is important. Integratingsthspecial skills is also important and more
difficult. When those skills are not available, afjunents to plans are required to compensate. These
adjustments may prove to be sub optimal.
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I NTRODUCTION

The Cold War came to an end with the collapse ®Sbviet Union in 1991. In its wake was
a sea of uncertainty about the future shape of theatienal security environment. Francis
Fukuyamals "The End of History,#nd Samuel Huntington!s "The Clash of Civilizatiohs#
typified attempts to describe the future securityimmment. Politically, the end of the Cold
War signaled an opportunity to transfer money egkathfor the military and security
institutions to other causes, the famed "Peace Dividend.# The ensuing pressure of the "Peace
Dividend# forced the military and security institutioasearch for the most efficient and value
oriented programs and policies. The 1990s attemptedderstand the post-Cold War security

environment and corresponding implications for mifitand security institutions.

The end of the 2DCentury was marked with uncertainty. In contrast, change and
transformation dominate military affairs so far in th& Zentury. There is greater confidence
in the framework being developed to explain andeusiind the post-Cold War security
environment. With this confidence comes action in the fdradapting strategy and policy.
Doctrine and acquisitions are beginning to refleetribw security environment realities.
Military and security institutions are undergoing cfp@s aimed at adjusting to the modern
battlefields, which have gone from sparsely pomaatountrysides to densely populated urban
areas. The pressure to maximize efficiency andevabntinue, fueled in large part by the
tremendous innovation in information technology overphast decade. These advancements
have catalyzed a revolution in military affairs that is guydihe military and security

institutions! transformation to capitalize on th@ahilities offered by the technological

! National Interest(Summer 1989).
2 Foreign Affairs (Summer 1993).



innovations. A transformation has begun while a deepernstaaheling of the modern security

environment is coming into focus.

The modern security environment is not restricted to toamit sovereign actors. It is not
even restricted to uniformed actors. The sources of itistand precipitants to war are
increasingly found to be internal. Internal grieees coupled with the inability or unwillingness
of governments to address them have sparked violent gtioaipseek to take matters into their
own hands. These groups do not wear uniformsamgraze the traditional difference between
combatants and non-combatants. Some of these groups regepat from sympathetic
external supports, while others seek to take tdems and apply them across a region. As a
result, militaries are no longer limited to combgtemach other for they are also combating sub-

state and trans-national armed groups.

The current conflict in Iraq exemplifies many oétbhanges to the security environment. It
also serves as a test bed for many of the new gégurs about the modern security environment
and the consequent policy, strategy, and acquisitions. While Iraq started asaan#iacbnflict
between sovereigns, it has progressively changedaminternal conflict with many of the
characteristics associated with the post-Cold War sgamitironment. The fighting in Iraq
moved quickly from the vast deserts and farmland in thst aued south to the urban areas of the
Sunni Triangle. Currently, the only significant itaity actions outside of urban areas in Iraq are
the sabotage to the country!s infrastructure. Many of thi@tines to reap the technological
benefits initiated at the start of the*XTentury are being tested, challenged, refined, and adapted
in Irag. New ideas, communications equipment, command amtbteystems and major end
items are being deployed to Iraq foregoing muchnefttaditional acquisition process. Concepts

like the U.S. Army!s Stryker Brigade and U.S. Marina |63 Special Operations Command



Detachment One are seeing their first operational taskad. The current conflict is also
illustrative of the non-traditional protagonists. The i@gny!s limited resistance quickly gave
way to insurgent warfare by Saddam Hussein loyalistgjious extremists, and international
fighters with support and allegiance from elements wittaq,liran, Syria, and trans-national

organizations like al Qaeda and Hezbollah as welfgasnzed criminal activity.

The United States Marine Corps identified the clrapgature of warfare in the latter half of
the 1990s and articulated its vision of future warfardasitiree Block War. In the Three Block
War, there can be a mixture of intense combat and peace keggiragions simultaneously
taking place within the confines of three city bloakscalating and de-escalating in a fluid and
dynamic manner. This framework not only takes axtoount the increasing urban character of
modern warfare, but also the rise of non-traditional paiegs. Central to the Three Block War
is the role of the individual in modern warfarehelThree Block War is at the heart of the
Marine Corps! training, preparation, and appro@cbgerations in Iraq. This approach has most

recently been tested in the battle for Fallujah, Operation Al Fajr (New Dawn).

Concurrent to Marine Corps! development of the Three Block War was the rise of the
Network Centric Warfare concept. This concept kxbko operationalize the explosive growth
in information technology advancements realized at theoétite 28' Century. The budgetary
pressures at the end of the Cold War combined with promisshgaéogy advancements
provided an opportunity to transform the militarydasecurity institutions into a more cost
effective and value oriented force with increased caijiabil The U.S. Department of Defense,
along with its uniformed services, has taken positigpsto implement elements of Network
Centric Warfare. The move to accelerate intelligenceyaisadnd distribution to reduce the

target identification to engagement timeline is oxeneple. Many of the concepts associated



with Network Centric Warfare, and its emphasis on a@nalizing technology, are also being

put to the test in Iraq.

The convergence of the Three Block War and Network Gewdrfare and their
applications to Afghanistan as well as Irag haglgded an important role for individuals. The
Three Block Warls emphasis on small unit leadersNetgvork Centric Warfare!s self-
synchronizing and swarming concepts give new importantteetooncept of the Strategic
Corporal. U.S. Secretary of Defense, Donald Rumsfeldiedl to this when he commented

about a battle in the Afghan war.

What won the battle for Masar-i-Sharif $ and senmtion the Talibans! fall from power $ was a
combination of the ingenuity of the U.S. speciatés; the most advanced, precision-guided
munitions in the U.S. arsenal, delivered by U.SvWa&ir Force, and Marine Corps crews; and the

courage of valiant, one-legged Afghan fighters orshback

The important role of the Strategic Corporal in thedern security environment is further
evident in the battle for Fallujah, Iraq. Individuaiggered the initial crisis and individuals
were central to the success of the battle that ensued. THaaiutyeir area of responsibility, the
U.S. Marines are conducting operations that are based in part on the tenefStokthBlock
War and Network Centric Warfare. A look at how fteee Block War and Network Centric
Warfare influenced the U.S. Marine Corps operatiarfsallujah along with a look at some of
the lessons learned will provide insight into thi#ls, equipment, and training required of

Strategic Corporals for 21Century warfare.

THE THREE BLockK WAR CONCEPT

Background

General Charles C. Krulak, 3CTommandant of the United States Marine Corps, described

% Donald H.Rumsfeld, "Transforming the Militaryf#éreign Affairs 81, issue 3 (May-June 2002).



the Three Block War concept in a 1997 speech to the Natioess Biubd. He characterized
future conflicts as asymmetrical battlefields where sermembers will likely experience and
operate in a wide spectrum of military operationa ronfined area over a short period of time.
"In one moment in time, our service members wilfédeding and clothing displaced refugees %
the next moment, they will be holding two warring tribesrap@and, finally, they will be

fighting a highly lethal mid-intensity battle $ @h the same day % all within three city
blocks.# The cities will increasingly be close to watdsy'2010, over 70 percent of the world!s
population will live in the urban areas and most of¢h@sthin 300 miles of a coastline $ in the
world!s littorals.# In 2003, the United Nations confirmed the urbanization trend in its World

Urbanization Prospects, figure 1.

* Gen. Charles C. Krulak, transcript of "The Thrdedk War: Fighting in Urban AreasBraft Remarks for
The National Press Club 10 October 198iiline], (accessed 16 October 2004); availablefro
http://www.usmc.mil/cmcspeeches.nsf/0/6f38a0fe88&85256530006f39517?

z Krulak, "The Three Block War: Fighting in Urbandeas.#

Ibid.
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Figure 1. Urban and rural population 1950-2030.

The concept of fighting in cities across a wide spectrummiflicoserved as the backdrop
for United States Marine Corps! doctrine, training,qur@ment, and transformation during the
end of the 20 Century. The Marine Corps shifted its focus fribva Cold War fight to the new
security environment. The current Commandant of the Ufitatés Marine Corps, General
Michael W. Hagee, echoed the relevance of the netiefialid in the emerging post-Cold War
security environment when he published his Commandanitia@ee. In it, he says, "many of
the Nation!s most menacing security challengesitutke world!s littorals and are characterized
by multiple threats, growing instability, and an increaseplirement for robust global power-

projection capabilities®

The Three Block War concept rose out of the lessons leammwedriternational conflicts in

Somalia, Liberia, Haiti, and Bosnia during the gd1990s’ In addition to taking place in littoral

" United Nations Department of Economic and Soci#ifs, Population Divisionworld Urbanization
Prospects, The 2003 Revision: Data Tables and kjgtd [online] (accessed 23 January 2005); availaloien fr
http://www.un.org/esa/population/publications/wup20/VUP2003Report.pdb.

8 Gen. Michael W. Hage83“ Commandant of the Marine Corps! Guidarogline], (Washington D.C.:
Headquarters United States Marine Corps, 20023eésed 24 October 2004); available from
http://www.usmc.mil/cmc/33cmc.nsf/attachments/&HFBIEpg. pdf

? Krulak, "The Three Block War: Fighting in Urban e&rs.#




urban areas, humanitarian relief in unstable environsneith significant media coverage
characterized these struggles. U.S. military forces, te&s ecnanagement tool selected in these
situations, found themselves in complex situatiovtsch had the capacity to escalate extremely
quickly to intense fighting and potentially become negative international mezhése The
conflicts highlighted the effects of "rapid diffusion of technology, the growth of a olgtiof
transnational factors, and the consequences of inegeglobalization and economic
interdependencé¥on the international security system. Additionallj\en you combine these
effects with the mass migration trend to overpopulated urban areas and the "lovagisgn
ethnic, nationalist, and economic tensidhsiey fuel, you create an environment ripe for
complex and dynamic crises to emerge. As a rabigise crises can escalate quickly, violently,
and lethally in the urban environment where the. thiitary!s traditional technological

advantages are negat&d.

The ability for tactical situations to become internatiomales in the Three Block War has
shortened the distance between levels of commaArtons taken by small unit leaders can have
serious repercussions at higher levels of commandaqueckly. The easy access to information
and presence of the global media can transmit sdem the front lines of the Three Block War
across the world. It allows politicians, senior taily officers, and ordinary citizens to
simultaneously witness the conduct of a missionaitidjue it as it unfolds. The result is virtual
presence of high levels of command in tactical situations. The distance aratisepar

previously associated with military operations has bednaged. The tactical environment faced

19 Gen Charles C. Krulak, "The Strategic Corporal: Leadership in the Three BlockMéairs Magazine
28, no. 1 (1999): 32.

1 Krulak, "The Three Block War: Fighting in Urband¥s.#

12 |bid.



by the small unit leader no longer has to workuésy through layers to reach high levels of

command. In the Three Block War, high levels of commane frawmt seat tickets to conflicts.

Description

The Three Block War covers the spectrum of conftimin humanitarian assistance to intense
combat operations short of all out war, figure e ilitary has labeled this broad spectrum of
operations as Military Operations Other than War (MOOTWijctv "[focuses] on deterring
war, resolving conflict, promoting peace, and supipg civil authorities.# The underlying
idea is early involvement will reduce the potentiinternational crises by addressing pre-crises

sources and causes.

What is distinct about the Three Block War is it appM&OTW to the urban environment.
It combines the skills of Military Operations in Urban Terrain (MOUT) with MOOTW. The
Three Block War places a heavy emphasis on MOUIISskiorder to be prepared should
deterrence, conflict resolution and peace promdadrand crisis emerge. MOUT skills enable

successful attaining of goals should the crisis leambidlict.

The concepts associated with MOUT and MOOTW are net nehey have been part of
military training for some time. The Marine Corps! adoptdithe Three Block War, however,
combines the two concepts and makes them the centraldbMexine Corps doctrine.
Previously, MOUT and MOOTW were simply other missions thé&aml prepared for and were
considered secondary to the primary mission of pregdad fight large scale maneuver wars in

open terrain.

13 Joint Doctrine Encyclopedifonline], 16 July 1997, (accessed 16 October 20813, available from
http://www.dtic.mil/doctrine/jrm/encyclop.pdf
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Figure 2. Spectrum of conflict*
In addition to integrating MOUT and MOOTW, the Three Bla®ar acknowledges and

takes into account the ubiquitous nature of globedlinin future conflicts. The Marine Corps
uses cultural training as one of the ways to take intowat the presence of global media and
minimize the pressures it can generate. Many of the desiadpiland often embarrassing,
scenes captured by global media are the result of a nestadding or lack of understanding
local culture. This was particularly the case withgembroadcast from Abu Ghraib prison. Not
only did it reveal a maltreatment of prisoners of war,tbatway they were maltreated was
particularly offensive to the Islamic world. The reswudts outrage and an erosion of support.
Through cultural training, Marines are taught to recogiaiad respect culturally significant
behavior. With that knowledge, they are betteedblrecognize and reduce situations that can
be misunderstood and subsequently escalate into ckiéismizing the occurrence of these
situations reduces the likelihood they will be datugn tape by the global media and used as a

catalyst.

* Ibid.



To succeed in the Three Block War and reduce thengiat for tactical actions to become
international crises, emphasis is placed on the deciaimhactions of small unit leaders.
"Success or failure will rest, increasingly, with the nfign and with his ability to make thight
decision at theight time at the point of contact¥Marines fighting the Three Block War will
be operating in small units, coordinated by the missionreeideived prior to commencing their
specific tasks. Higher headquarters will only bkedo supervise these small units through
limited radio contact. Radio contact is limited by line of sight disruptions posed by buildings
in an urban environment. As a result, small uratiers will be required "to confidently make
well-reasoned anihdependentlecisions under extreme stre$s.#hese decisions will have to
be made faster than the opponent makes decisiamsmmate in the Three Block War. This is
not a new concept and is often referred to as workisiglé the opponent!s observe, orient,

decide, and act (OODA) loop; a term coined by #ie U.S. Air Force Colonel John BoYad.

The Three Block War places an emphasis on small units ldngebuse of the physical
characteristics of the urban battlefield. The maze of streets, allies, and walkways along with th
channeling effects of buildings and structures prevergs lanits from operating the way they
would in the sparsely populated battlefields of beforarge units have to break down into their

subunits to be able to maneuver in the constriceéngin of cities.

Subunit operations, however, are not enough to operatesiarthironment. If the subunits
are not tied together in some fashion, their indepatnaetions can be counter-productive. The
same constraints to large unit operations liminalsunit!s ability to see and know what is

happening around the corner or on the next citgkbldA unit on one block of the city, for

15 Krulak, "The Strategic Corporal: Leadership ie ffhree Block War,# 33.
16 [
Ibid.

10



instance, could encounter a situation where they havdiwedefle fire. If that unit is not tied
into its higher command, it may not know that another srojperating within the kill zone of
the rifle fire. This is one of numerous situations thattithte the limitation and challenges of
independent small unit operations in this environime
Application

To balance the requirement for integration withrileed to operate small forces, the Marines
have placed significant emphasis on developingissudng mission type orders that articulate
not only the parent unit!s intent, but the parent umiidgger headquarters! intent too. This
provides the small units the information they neeedxploit opportunities that arise in their
small sector while generally knowing who is in #rea and what they are attempting to

accomplish. It provides for unity of effort andeates a synergistic effect.

The emphasis on small units and their ability toarathnd not only their assigned mission,
but also how that mission fits into a larger cohtpiaces an enormous amount of responsibility
on the small unit leader, the non-commissionecaeffi This responsibility falls upon the
shoulders of individuals with relatively little expemce compared to that of the leaders of larger
units. Marine Corporals, the non-commissioned officek tgpically leading these small units,
have two an a half years military experience orraye. In contrast, Lieutenant Colonels, the
officers leading battalions, have an average oésixtyears military experience. This creates a
situation where the "least experienced leaders $ thobehetleast skill in decision-making $
will face the most demanding decisions on the batte#® To compensate for the disparate

experience, small unit leaders undergo very rigonaising to develop their warfighting,

" For a detailed description of the Observe, OriBetide, Act (OODA) loop, refer to the 16 July 19®3nt
Doctrine Encyclopedia, pp 221-222.

11



leadership, and decision-making abilities. The curkéanine Corps Commandant emphasizes
this, directing the Marine Corps to "continue to depdiEaders who, given mission-type orders

and commander!s intent, can think on their feetjrad#pendently, and succeed.#

The urban battlefield has unique warfighting implicatiofiie small unit leaders, along with
their subordinates, are taught the specific principlegybfihg in this new battlefield in MOUT
training. Small units conduct live fire MOUT training canges designed to resemble city
blocks. They also conduct non-live fire exercises in pdedlaities. The training exercises are
part of large unit training, but focus on small unit actioliss part of large unit training because
the parent unit works on integrating the actions of the sma# while the small units gain

exposure and experience to the battlefield.

Another aspect of the Three Block War, which Marine Carpts prepare for and practice in
exercises is the social, ethnic, and cultural ftadeche urban battlefield. The close proximity of
people with different ethnicities, religious beliets political affiliations combined with the
lawless nature within the cities that Marines aked to intervene create potentially explosive
situations. A cultural misunderstanding by Marines easily turn a docile populace into a
violent mob very quickly with lethal consequences. Wihenubiquitous presence of global
media is factored in, cultural misunderstandings by Isamétis operating inside a single block of

a conflict city instantly become international inemds televised to the world!s living rooms.

To prepare for these eventualities, character devedoapamong Marines is important. It
provides the foundation from which respect and mstdading of other cultures, religions, and

political affiliations can be built. This respextd understanding is further developed through

18 Gen. Charles C. Krulak, "Cultivating Intuitive Dsionmaking,#Marine Corps Gazett83, no. 5 (May
1999), (accessed 15 October 2004); available from

12



context specific cultural training prior to deploymerior to deploying to Iraq in support of
Operation Iragi Freedom Il, every Marine particgzhtn focused cultural training to learn about

cultural, ethnic, religious, and political peculiaritigdraq.*°

The Marine Corps! Three Block War concept is ableddress the characteristics of thé'21
Century!s emerging primary battlefield. Focusimgsoall units to operate in the
compartmentalizing and channeling terrain of urb@as, the Three Block War achieves
synergistic affects by linking their efforts with missigm¢ orders and commander!s intent. It
prepares the small unit leaders and compensatéiseioinexperience through rigorous
leadership, decision-making, and MOUT training. Cultwe#inic, religious, and political
tensions are accounted for through individual charatevelopment and context specific
cultural training prior to deployment. All of thedlows the Marines to observe, orient, decide,

act, and adjust quickly in the urban fight, signifitpincreasing the potential for succé8s.

NETWORK CENTRIC WARFARE CONCEPT

Background

The Information Age provides the context within whichwatk Centric Warfare was
developed. The end of the Cold War overlappedittven of the Information Age. It triggered a
movement away from mass production of goods as the pgriec@nomic force to knowledge

and information as the primary source of powerwhat are sometimes referred to as Third

http://www.au.af.mil/au/awc/awcgate/usmc/cultivatimtuitive d-m.htm

9 One of the cultural lessons learned and subselguapntlied was that Iragis believed that the susgga worn
by service members had the ability to see throlgthes. This offended many Iragis who thoughtsbevice
members intentionally used these sunglasses todbthle Iragi women. As a result, Marines wereauthorized
sunglasses when operating around Iragis and wietéhi® reasons why.

20 USAF Colonel John Boyd is credited with coining term OODA, (Observer, Orient, Decide, Act), to
describe the decision cycle. This concept has bdepted and expanded upon by U.S. Joint Chieftadf in the
Joint Doctrine Encyclopedjgpage 221, available from http://www.dtic.mil/ddee/irm/encyd_h.pdf
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Wauve civilizations, the Information Age establisii&dowledge $ including science,

technology, culture, religion, and values $ [as] % theeaesource?

While knowledge has always been important, it viiesdynamic advances in information
technology towards the end of the Cold War thakdaixth to the Information Age. This
technology made it possible to provide decision-m&kéath high quality information in an
increasingly timely fashion. As a result of these technoé@dvances, both the quantity and
accessibility of relevant information has increas@&tie availability of information in a timely

manner creates information dominance, which enable& geitisions or a tight OODA loop.

Network Centric Warfare is an attempt to harness thesenedsyan information technology
and apply them to military and security institusorit looks at how information technology
transformed the economy and applies the same principles to warfighting. By 1996, the
information technology sector of the US economy amedionly to three percent of the total
economy. That three percent, however, was responsibibifty-three percent of the increase in
US gross domestic product that same y@aEompanies are able to use the growth in
information technology to develop networks, whidlbwas them to harness the relationship with
various elements within the economy to develop and prodockigis very quickly. The
networks allow decision makers within firms to édih information dominance and "translate
information superiority into significant competitive adtage.# Network Centric Warfare

aims to do a similar thing for the military and securitstitnitions.

2L Alvin and Heidi Toffler War and Anti-War(New York: Warner Books, 1993) 17.

22 \vAdm. Arthur K. Cebrowski and John J. Garstka, tiNerk-Centric Warfare: Its Origin and Future, #
Proceedingd24/1/1, no. 139 (January 1998), (accessed 2 November 2004); aviadable
http:z{éwww.usni.0rq/proceedinqs/ArticIesQS/PROceﬂzskai.htm

Ibid.
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The U.S. Department of Defense, eager to take aagarof promising technologies in the
face of current budgetary pressures, is in the procassnsforming to capitalize on Network
Centric Warfare concepts. It seeks to reduceitteeds a force required to accomplish a mission
by arming that force with precise knowledge abalveasaries and weapons that can take
advantage of that precise knowledge to produce desifects. In short, it is looking to
restructure so it can establish information domindaaestablish a competitive advantage over
an adversary. Network Centric Warfare!s application ofrteldgical advancements promises to

create a smaller, less expensive force with greageabilities than today!s forces.

Description

The advancements in information technology enable @&cmiakers to access information
pertinent to a particular situation in unprecedeémjeantity and speed. "Across a broad range of
activities and operations, the time required byviddials to access or collect the information
relevant to a decision or action has been reduced by orders of magnitude, while the volume of
information that can be accessed has increasederpally.#* Properly harnessed, the
information will enable war fighters to translate thearmation to battlefield dominance.
Information generates battlefield dominance when detinakers are able to develop and
maintain an accurate perception of the battlefieldthadorces influencing it, a term referred to
as situational awareness. Sustained accurate sitalbdareness enables the decision makers
to quickly observe, orient, decide, and act faster thasppaonent. The developments in
information technology provide the information regd to sustain an accurate situational

awareness.

% David S. Alberts, John J. Garstka, and Frederickt®in, "Network Centric Warfare: Developing and
Leveraging Information Superiority!®ed. (Washington D.C.: CCRP, 1999) 16.
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Information, however, is only part of Network Ceatwarfare. This concept addresses how
to attain the information and use the informatidmthe battlespace there are numerous sensors
that can be used to generate information. These sersopsavide information about an
enemy!s disposition as well as the friendly disposi There are also numerous customers in
the battlespace who can use the information gertebgt¢hese sensors to make critical
decisions. By establishing networks, you enable the customers to gain direct access to the
information generated by the sensors. This information allbevsustomers to instantaneously
observe and orient to a situation by depicting the oppodésgesition as well as the disposition
of friendly forces; immediate situational awarenelgsturn, this information allows the
customers to not only quickly decide on a coursactibn and act, but also instantaneously see
the effect of the decided course of action. THmnd the customer to quickly adjust as
necessary to attain the desired result. "In egsdNetwork Centric Warfare] translates
information superiority into combat power by effectivelyking knowledgeable entities in the
battlespace®
Application

To apply the concepts of Network Centric Warfare requires an operational architecture
consisting of three grids, an information grid, a segsiot, and an engagement gffd The
information grid provides the backbone and means fornmédition to flow through the network.

It consists of high power computers, routers, switches, communication satellites, and other data
transmit, transfer, and storage equipment. The sensoprgndies input data to the network. It
consists of traditional intelligence data collentgystems like imagery satellites and signal

interceptions as well as operational systems, whaste historically limited the distribution of

25 |bid. 2.
26 Cebrowski and Garstka.
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the data they collected to individual operators.tivdi sensor grid, data collected by operational
systems like fighter aircraft, attack helicopters, tardws, surface combatants, and submarines
are made available to the network. The engagegrehtises the information to produce effects.
It includes operational systems typically associated @ffects like fighter aircraft, attack
helicopters, tank crews, surface combatants, almeharines. It also includes systems not
normally thought of in this arena like intelligence anddtige systems. An imagery system,
typically associated with data collection, can produéeces by distributing the information it
sees, like the massing of people, to potential usersa likafic signal along a re-supply convoy
route. The network recognizes the massing of geapla potentially volatile situation and
therefore changes the traffic signal. This cretdteseffect of having re-supply convoys avoid
the unpredictable crowd and reach their intendetirttion unharmed. In a more traditional
sense, a network can decrease the time from targeffickian to target engagement by not
only distributing target data to a shooter, but also making the shooters awdniefoshooter is

in the best position to affect the target. Figugga&hically depicts how the three grids relate

within the operational architecture for Network Centiarfare.
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Figure 3. Net Centric Warfare Operational Architecture®

Many of the components for the sensor and engagementgeiddready available. The
limiting factor for Network Centric Warfare has beea thformation grid. This is quickly
changing. The US Department of Defense is investing heawvilg\telop the information grid.
It is also facilitating the networking of the commamts of the sensor and engagement grid by
directing current system modernization and future sysermldpment be compliant with the
Department of Defense Information Technology StandBedgistry?® Every US military
service has made significant steps towards exptpiturrent information technology. The
Theater Battle Management Core System works to attain fetgwantages in developing and
executing an air campaign. Similarly, the Future Combae8yseeks to harness the

capabilities of networks for land warfare.

There has been measured progress in developirgnsysind tactics for Network Centric
Warfare as well as preliminary evaluations of them. Thewuarbranches of the U.S. military
have developed and conducted numerous war games and exegsisered on Network Centric
Warfare concepts. More recently, the conduct of groysaations in Afghanistan during
Operation Enduring Freedom resembled Network Centridaféar During Operation Iraqi
Freedom, the air campaign also took on aspects widyke Centric Warfare as "more than half
of aerial sorties began without targets in mifitt ¥hile a detailed description of what Network
Centric Warfare will look like is still being develeg; its outline will be framed by

advancements in information technology.

2 |bid.

28 .S. Department of Defense, "Interoperability &upportability of Information Technology (IT) and
National Security Systems (NSSP#partment of Defense Directivdumber 4630.5, 5 May 2004, 15.

29 David Talbot, "How Technology Failed in Iraqi#chnology Revieyonline] 107, no. 9, (November 2004),
(accessed 13 November 2004); available from
http://lib3.tufts.edu:2065/itw/infomark/527/162/58057w5/purl=rcl_GRGM_0_A124418914'dyn=5*xrn_41 0_
A124418914?sw_aep=mlin_m_tufts
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21°" CENTURY ADVERSARIES

Background

In addition to the increasing urban character of the mdaigttiefield and influence of
information technology on modern warfare, the nature of the adversary is changing. The
likelihood that military forces will fight one another on angentional battlefield has decreased
since the end of the #@entury. Dominance of western military capabilities asfain
conventional military adversaries during Operation EmduFreedom and Operation Iraqi
Freedom has certainly reinforced this notion. SimilaHeg, relative impact of non-traditional
adversaries is identifying new ways to challenge westglitaries. This was vividly
demonstrated by the September 11, 2001 attackeanYdrk and Washington D.C. as well as
the attention these non-traditional military groups raceiving in Afghanistan and Irag. The
incentive for adversaries to fight in unconventiomgitary ways will continue as long as they
demonstrate relative effectiveness against westditames. They don!t necessarily have to
defeat western militaries but prove they are moreigable than confronting western militaries
conventionally.

Description

Concurrent with the rise of unconventional warfiaréhe rise of non-state armed groups.
These groups are emerging as sub-state groupsdidegents and local terrorists as well as
trans-national groups like international terroratsl jihadists. Their rise is partly the result of
national government failures to satisfactorily, in tloe-state armed group!s eyes, address
grievances and partly the result of increased globalizafidvey observe the ineffectiveness of
organizing along military lines and challengingitatlies conventionally. These non-state armed
groups, using unconventional tactics, are increagingtoming the primary adversaries to

conventional military forces.
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Non-state armed groups use a variety of tactics to clgalleonventional military forces.
They avoid confronting the military!s harden forcsctly and opt to attack more vulnerable
targets when possible. If they choose to attamhtfiine forces, non-state armed groups even the
playing field by attacking at a time and in a manner of their choosing. Referred to as
asymmetric, these tactics have proven to be effegtays to challenge conventional military
forces.

Application

Asymmetric tactics often allow non-state armed geoto negate conventional military
technological superiority. This technology has been fattic combat military forces in open
combat. Increased range, lethality, survivabilityd @recision of weapons along with digital
communications are typical manifestations of the teehisuperiority. By discarding uniforms
or other easily identifiable clothing and equipmented groups can get within close range of
western militaries before being noticed, negating the tange of many weapons. Increased
lethality is countered by moving into urban areadensely populated areas, which significantly
increase the magnitude of collateral damage. Enttcal and compartmentalized nature of the
urban environment also negates the range of many weage they cannot penetrate some

buildings or turn around corners and may in factgbete multiple structures with a single shot.

Asymmetric tactics also counters the survivability of conventional wesagysiems. The
weapons are designed for direct and open combat. rédiogly, weapon systems enhance their
survivability by protecting vulnerable areas. In direct and open cothieat vulnerable areas
are typically the front facing areas. Protection is alforded to side and rear facing areas, but it
is to a lesser degree. Tops and bottoms of equiprhewever, are lightly protected because

they are not easily exposed in the type of warfang Were primarily designed to conduct. As
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such, non-state armed groups use improvised explosiveedawiried in roads along with mines
to strike at the soft bottom of the frontline conventionahpan systems. Urban areas canalize
traffic and limit avenues of approach as well as/® significant options to conceal these

devices.

The precision of conventional weapon systems is similaiyntered. While modern
precision weapons can hit with an extreme degree of agguhay are designed to hit targets on
the ground in open combat. The vertical reliefifain areas significantly complicates precision
weapon employment. In order to strike a targehé&urban canyons, the precision weapon must
be released from a near vertical position, limiting theoofunity for engagement. Additionally,
since precision weapons are designed to engage targits ground, they have a hard time
engaging targets located within rooms of a multistory imglavithout causing significant

collateral damage.

Modern conventional militaries have also becomeeasingly reliant on digital
communications. It allows forces to mass quickly and react to an adversargs pasticularly
effectively in open combat. Non-state armed groups use asymmetric tactics to limit
communication effectiveness. By blending into the Ipogdulace, it makes their identification
difficult and thus limits the effectiveness of communiggtan adversary!s position. You cannot
communicate information you do not know. Communicatioaaifeness is also limited by
drawing conventional forces into urban areas. Thereydtieal relief acts as barriers to radio
signals. Radio signals require line of sight terape effectively. Buildings obstruct that line of

sight and degrade the signal strength of radios.
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Another way the urban area negates the effectigenfesommunication is through
saturation. Urban areas require forces to operaterinclose proximity. It also requires a high
number of forces in order to be effective. Whdarge number of forces are concentrated into a
relatively small area using communication equipntasigned for open battlefields, the volume
of communication generated can saturate a sysldrare may not be enough frequencies for the
various elements to use, there may be too many nets toamefiectively, or there may be too

much information transmitted to process it.

Another aspect of the emerging threat from non-statesaigtdineir ability to use the local
populace as weapons. They can easily triggent arimstigate a peaceful crowd to turn violent.
They can intimidate the local populace through violense¢heay are not bound by regimes
governing conduct like military forces are. Noatstarmed groups can also us civilians as

shields; increasing the potential for collateral daenstgould conventional military forces react.

The increased capabilities of western conventional military forces againsntone¢
forces will lead adversaries to favor unconventi@mal asymmetric tactics. These adversaries
will increasingly be non-state armed groups as goverrsneritoubled areas continue to
struggle and trans-national groups gain prominencedigfatisfied citizens. To address this
aspect of the ZiCentury, a merging of the Three Block War and Net Centric ak&adoncepts

may be helpful.

FAaLLuJAH CASE StuDY

Intro

Operations in Fallujah, Iraq provide a glimpse oitthe Three Block War and Network
Centric Warfare concepts can be applied to create sesulthe 2% Century battlefield.

Fallujah, a stronghold for insurgent activity, has also been the sight of modern urtae.waA
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modern military force faced-off against an amalgdmsub-state and trans-national non-state
actors in Fallujah. The modern force, trainechie Three Block War and equipped to fight the
Network Centric War confronted a collection of determined-military opponents. Both made
use of technology and were influenced by real time accesfotmiation in the way of media
reporting. Both sought to gain control of the city as part of a larger effort, the cafrina,.
Other cities in Irag have very similar situationd=allujah. Accordingly, all protagonists are
learning as much as they can from that situatiqgeréparation for future similar confrontations

in Iraq or other trouble spots.

Figure 4. Coalition advance on Baghdad, 31 March 2@ 3°

The situation in Fallujah that eventually led to OperatibR&r started its Information Age
catalyzed escalation on 31 March 2004. The seettedituation, however, were sown on 28

April 2003. On that day, coalition soldiers returried on a crowd of Iragis demonstrating in

30 "Operation Iraqi Freedom Maps: Mar 2003 OIF Maps,# Global8gmrg, (accessed 19 November 2004),
available from http://www.globalsecurity.org/militdops/images/030331-d-6570c-013.jpg
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front of a Fallujah schodl: Up until then, the situation in Fallujah had be&ble though tense.
The coalition largely by-passed Fallujah during its "Shock and Awe# drive to Baghdad, figure 4.
Special Operations units captured the city in eAgyil but left by the middle of the month

"leaving a power vacuum in the city until the"82irbornels arrival [25 April 2003]# figure 5.

Figure 5. Coalition Forces Disposition November 2@
Background

Fallujah has had a history of relative autonomwriily Saddam!s reign, Fallujah continued
to enjoy relative autonomy as long as it suppottedregime and did not work against it. The
special relationship with the government gave thesctribal and religious leaders substantial
power and privilege. With the fall of Saddam!s regime ancttiseiing national power vacuum,
they were not eager to relinquish control of the city eodbalition. The resulting tension

quickly led to confrontation between the Fallujakidents and coalition forces. The initial

31 United States Central Command, "Soldiers Come URite in Fallujah /ZENTCOM News Releas29
April 2003, release number: 03-04-205.

%2 Rajiv Chandrasekaran, "Troops Kill Anti-U.S. Prstrs, #The Washington Pognline], 30 April 2003,
(accessed 10 October 2004); available from Lexighex
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confrontations between the residents and the coalitiontt@og&hape of demonstrations. On the
evening of 28 April, however, this changed as gunfire wakanged resulting in over a dozen

Iraqi fatalities "and as many as 75 wound&tl.#

Over the next year, violence continued to shape the att@nabetween the coalition and
Fallujah. The result was increased detachmentesghtment between the two elements.
Coalition forces responsible for Fallujah increasingly used a heavy hand when responding to
situations in and around the city. The "sealinigobvillages with barbed wire, firing artillery at
guerrilla positions or using bombers to destroy suspéssenigent stronghold3#hecame some
of the tactics used. At the same time, the strength and power of armed groups grew as
lawlessness prevailed in the city. Saddam Hudegdlists, transnational Wahhabi Sunni
Muslim extremist and local Wahhabi Sunni Muslim extrerarsted groups, collectively
referred to as the Fallujah Resistance, eventdaliginated the city making Fallujah too
dangerous for coalition presence by the end of seimim an effort to ease some of the tensions
in Fallujah and regain control of the city, thesEiMarine Expeditionary Force (I-MEF) was

deployed to the Al Anbar province when thé®girborne Division!s rotation time arrived.

In anticipation of the transfer of authority and in aermpt to quickly establish their
dominance, anti-coalition forces increased theackis. The Fallujah Resistance sought to
demonstrate its authority in Fallujah and discouraged@sruption to the status quo. They also
sought to discredit the U.S. Marine Corps, which had dgeel a fierce fighting reputation

during the combat phase of Operation Iragi Freedom (OlFs)etisas a competent stabilizing

33 "Operation Iragi Freedom Maps: Nov 2003 OIF Maps,# Global8gmrg, (accessed 19 November 2004);
available from http://www.globalsecurity.org/militélibrary/news/2003/11/031106-d-6570¢-002.jpg

* |bid.

% Richard Beeston, "Marine put Sensitive Side ond#8The Times (Londorpnline], 2 April 2004,
(accessed 29 September 2004); available from LexisiN
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force once fighting ended. Their ability to desthqi military resistance on the drive to
Baghdad had left a mark on much of the anti-coalifarces, as did their ability to establish
relative order in the southern sections of Iraq. Despitspli@ in violence, the transfer of
authority took place on 24 March 20849ne week before the ambush of the Blackwater
Security Consulting (Blackwater) contractors thigtgered the crisis in Fallujah. The ambush

marked the beginning of the sequence of events culminati@geration Al Fajr, figure 6.

Figure 6. Blackwater Security Consulting ambush ad mutilation 31 March 2004

Overview

I-MEF took responsibility for the security and stedation of Fallujah when it assumed
control of the Al Anbar province in the 24 March 20@ansfer of authority ceremony with the
82" Airborne Division, figure 7. Lieutenant General James GonwMEF!s Commanding

General, had been preparing for the challenges associated with the province in general and

% 5gt Colin Wyers, "I MEF Takes Command In Westeay# USMC News25 March 2004. Story
identification number: 2004325155339.
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Fallujah in particular since November 2003 when he wasnméd |-MEF would be returning to
Iraq. I-MEF studied the lessons learned by tHE 8borne as well as those learned from OIF-|

as it formulated its plan.

The approach developed for both OIF-1 and I-MEFtanreto Iraq (OIF-11) was anchored in
the Three Block War. I-MEF was able to attain btgasuccess in both the combat and stability
phase of OIF-I with this approach. To build on @i$-successes, it modified this approach for
OIF-I1, taking into account the specific situation in thieAbar province. Within days of I-
MEF!s formal assumption of responsibility for the Al Anlpgovince, I-MEF!s approach was

put to the test by developments in the town of Fallujah.

Figure 7. Coalition Forces Disposition April 20042

37 Khalid MohammedAssociated Presgaccessed 16 October 2004); available from
http://www.poynterextra.org/cp/AP.jpg

38 "Operation Iraqi Freedom Maps: Apr 2004 OIF Maps,# Global$gorg, (accessed 19 November 2004);
available from http://www.globalsecurity.org/militdops/images/040430-d-6570c-006.jpg
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Strategy

I-MEF developed a plan that would address both theegliathreats and tactical threats. At
the strategic level, I-MEF understood it had tafanway to bring the leaders and citizens to
accept a new Irag and become involved in buildiminstitutions and developing the character
of the newly liberated Iraq. At the tactical leMeMEF knew it had to establish security and
stabilize its zone. The Three Block War approadvided a framework with which to
accomplish both. Concepts and systems developed for Ne@emtric Warfare provided I-

MEF with new tools to incorporate into its plan.

In the months of preparation leading up to OIFNEF identified six critical tasks it would
have to perform as combat operations gave way to statyléyations (Phase-1V). These tasks
were: Security, Governance and Administration, Rule of,llammanitarian Assistance,
Infrastructure Recovery, and Perception Managemieniref 8*° Of these tasks, only security
can be considered a traditional military functitrgugh much of it is more suited for law
enforcement than military forces. I-MEF, however, unided it would have to fulfill all six

functions during Phase-1V of OIF-l. These same six taskairerd relevant for OIF-II.

I-MEF Critical Tasks for OIF-I Phase-IV

Security
Secure base clusters, religious and cultusdrssigse sites, mass graves
Establish and monitor local police forces
Collect and secure Iragi arms and munitions
Secure border crossings
Protect key civilian infrastructure
Governance and administration
Manage and disburse money to Iraqi governmgee¢gmplo
Transition Governorate Support Team activitfes ocdl Governance Teams
Transition Civil Military Operations to CPAsagencie
Rule of law
Enforce the policies promulgated by CIJTF-7
Facititatethe establishment of an interirditiatsjstem
39 Col ChristpphhendniGriathessistSME (Retired), "Prapal-MEF for Operation Iragi Freedom |,# telepkon
interview with aythor, Shpapr20E5/I0 humanitarian assistance ope@dionatér, shelter, medical)
Infrastructure recovery
Protect oil infrastructure
Initiate restoration of power, wateg, ewagsd,anddiducational facilities
Facilitate improvements to key Lifies of Coromunicati
Perception management
Communicate I-MEF intent, policies, and procederesqi people




Figure 8. I-MEF Critical Tasks for OIF-I, Phase-IV

I-MEF is primarily an operational level of war awti It facilitates those units
operationalizing strategy and policy with various lexalsupport. Using the Three Block War
as a backdrop to the Marine Corps! doctrine enabled operdgeshcommands within the
Marine Corps, like I-MEF, to develop the skills vagd to analyze the battlefield in new ways
and identify appropriate support requirements.sThhow I-MEF was able to identify the six
critical tasks for OIF-1 Phase-IV. I-MEF, however, was atary command with limited

resources optimized to carry out and implement Rhéisecritical tasks.

Once I-MEF identified its deficiencies with regard to thiical tasks for Phase-IV, it asked
for assistance through the chain of command. Hoe m which events related to Iraq unfolded,
however, significantly compressed the timeframe I-MEF hadlable to wait for solutions. The
time pressure combined with a myopic focus on combat opesdtyp decision makers frustrated
the identification and allocation of appropriate resources to I-MEF so it pedidrm the tasks
it had identified. As a result, -MEF was forceddevise a strategy, while preparing for combat
operations, which provided for the six criticalkasising only organic elements within the

Marine Corps.

The framework of the strategy developed for OIF-I1 Phases¥ the same for OIF-II. It
centered on garnering local support. Building letgport, however, was directly linked to I-

MEF!s ability to perform or facilitate basic servicéghese basic services were articulated in I-
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MEF!s six critical tasks. During OIF-I Phase-IWMIEF!s strategy translated into an ad hoc plan
executed by battalion commanders. Its succesdased in large part on the ethos of the
Marine Corps instilled by its internalization of the ThBdeck War concept. I-MEF!s zone was
not only stable during OIF-I Phase-1V, but the local leatlasdeveloped a strong constructive

working relationship with I-MEF.

In preparing for OIF-II, I-MEF sought to develop a similalationship with the leaders in Al
Anbar province. It recognized the situation in Irag@dmirgeoning insurgency. The developing
situation in Al Anbar province had many of the sasestabilizing conditions and precipitants I-
MEF worked to eliminate during OIF-1 Phase-IV. Accordindg-MEF built its counter-

insurgency strategy around OIF-I!s six criticakss

Learning from the lessons of OIF-I, I-MEF hedged its limited resources, the same ones
identified during planning for OIF-I, by assigning liamsofficers directly to the various agencies
best suited for the relevant tasks. Though I-MEF disredast@ndard protocol by working
directly with civilian government agencies in Iraq, itside for successful mission
accomplishment and applicable lessons learned frifd ®hase-1V warranted the move. In
addition to U.S. and Iragi government agenciesHHRMvas able to tap into and to a very limited

extent coordinate with Non-Government Organizations.

Preparation

In order to successfully implement its strategy, EiMand its major subordinate elements
developed appropriate tactics and training. Like thaesyy, the tactics and training for OIF-II
built on the successes from OIF-1. At the tactleskl, -MEF Marines developed and
implemented a training package based on skills asipbd in the Three Block War. Marines

honed their MOUT skills with focused live fire tramg at numerous urban training centers.
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They augmented the live fire training, which focusadsmall unit and individual actions, with
urban training at the vacated March Air Reservefasising complex. This allowed the
Marines to practice integrating their small uni®ilarger units through realistic scenarios. It
provided the larger unit commanders an opportunitefine procedures to process the vast
amounts of information produced on the modern battlefizddsell as incorporate lessons

learned.

Concurrent with individual skills training was theployment and integration of new
equipment. The equipment included weapon optics, miiaadios, hand held unmanned
aerial vehicles, command and control systems, and preeggar to name a few. The main
driving force behind the new equipment was mission arglydembers within I-MEF!s
operating forces quickly identified specific taskey potentially needed to accomplish and the
corresponding equipment that would facilitate accompigsttihose tasks. As a result, over sixty
urgent Universal Need Statements (Uf{S)ere forwarded from I-MEF to its higher
headquarters for OIF-1 and over twice that for OIF:IISome of the urgent UNS were satisfied
with equipment that was already in the procuremegaelime, like the handheld Dragon Eye
UAV, figure 9. The Dragon Eye UAV program was simply accelerated. Other pieces of
equipment were items already identified but notdeteloped. The Personal Role Radio (PRR)
allows small unit members to communicate with each othersaadunction of the future Joint

Tactical Radio System, which is still in development phadee capability, however, exists in

“°The Universal Need Statement is "the primary medetry into the EFDS [Expeditionary Force
Development System], the UNS acts as a "work ragufes current and future capabilities. The UNB&ritfies
operational enhancement opportunities and defigsrin capabilities. Opportunities include newataifities,
improvements to existing capabilities, and elimirabf redundant or unneeded capabilities.# Urstedes Marine
Corps Combat Development Command, available from,
https://lwww.mccdc.usmc.mil/OpsDiv/ICAPASSESSBR/utm.h
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stand-alone radios fielded by law enforcement units arsiBforces. In order to fulfill the
inter-unit communication requirements identified to tighthe Three Block War, commercially
available PRRs were purchased. Lastly, some equipmenbhaeen part of the procurement
system and was developed specifically in response to teatudiNS process. This includes
armor for soft skinned vehicles like High Mobility Mulf/heeled Vehicles (HMMWYV or
Humvee). Regardless of the equipment source olaéldy, the only gear provided was the

gear requested by operators.

Figure 9. Dragon Eye UAV#

The types of equipment requested for OIF-I and OIF-II vgerglar. Some were the result of
lessons learned and others were the result of recent production and technological advancements.
The immediacy of I-MEF!s deployments to Iraq for bGthr-1 and OIF-Il prevented acquisition
and fielding of new equipment through normal preess As a result, the scenario based
training at March Air Reserve Base served as thiebied to develop effective techniques of

using the new equipment. The training allowed unit condmemto develop employment

“1 Numbers of urgent UNS processed for OIF and OIE-#l distillation of information derived from vatis |-
MEF, Marine Corps Combat Development Command, Me@porps Warfighting Lab, and Marine Corps System
Command interviews.

“2 Lance Cpl. Matthew K. Hacker, PhotolD: 2005120101 &vailable from,
http://www.usmc.mil/marinelink/imagel.nsf/Lookup(8120104811.
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methods for the new equipment and train individt@lsift through the volumes of data the
equipment made available to identify critical inf@tion in a timely fashion. Procedures and
experimentation continued while deployed as Marines goatl their scenario-based training at

deployed camps in preparation for directed action.

The Three Block War is not simply focused on combat operatidhe Marines! training
package included cultural training, language trajneand Combined Action Team training.
Several academics were recruited to provide thei@lltraining. The U.S. Naval Postgraduate
School!s Center for Contemporary Conflict!s Assistanfdéasor Dr. Barak Salmoni conducted
much of the cultural training for ground forces. Mbkrines were taught basic Arabic phrases
as part of their training package while selectvidiials were sent for immersion Arabic training
with the Defense Language Institute. This training was in line with the tenetsTdiréne Block
War, which recognizes situations in urban areas caklgiescalate as a result of simple
misunderstanding®. Understanding the culture of the people and tpthie ability for basic

communication with them significantly reduces the likelihood of misunderstandings.

Through the training package, small unit leadefiaed their decision-making skills. The
Three Block War emphasizes the important role dmussat the small unit level have on the big
picture. Poor decisions can quickly escalate into international crises as afréseliglobal
media. For instance, a small unit leader!s decigidake a shot at an insurgent in a crowded
market area can trigger an international situati@ivfians are also shot in the process.
Similarly, good decisions at the small unit level cédfude potentially escalatory situations.

Using the earlier example, a small unit leader!s decisioart through the crowded market area

3 One of the cultural lessons learned and subselguapilied was that Iragis believed that the sussga worn
by service members had the ability to see throlgthes. This offended many Iragis who thoughtsbevice
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to apprehend an insurgent can reinforce the message tisgtrimaarily there to help, not harm.
In order to make good decisions, however, smatlleaders must understand the context within
which they are making decisions. I-MEF!s training packageased on providing that context to
small unit leaders as well as refining their skidguired to successfully implement the decisions
made.
Application

While small unit decision-making is an important gmment to success in the Three Block
War, it is not the only one. I-MEF developed a strategyssuage some of the simmering
ethnic, nationalist, and economic tensions in Fallujaborder to accomplish this, I-MEF sought
to capitalize on techniques used during OIF-I PH¥s&nd take a softer approach than the
approach taken by the Birborne Division. Before tensions could be reduckd,ability for
dialogue and communication needed to be established between the Marinesugald. Fale
deteriorating situation in Fallujah had led th&°8®rborne Division to minimize this dialogue
and replace it with military action. To reverse this trdfdEF developed a Combined Action

Program modeled after the similarly named prograed ukiring the Vietnam conflict.

The Combined Action Program consisted of teams of Manteswould enter into Fallujah
with the goal of setting up cooperative partnerships. Tlexte was to establish dialogue and
communication by initially providing services to the city. The services would be provided by a
combination of military and civilian projects. Maity medical professionals would provide
basic medical care while money and supplies woealcthbde available to civilians so they could
repair basic infrastructure. Other services inetlittaining the Fallujah police and National

Guard, as well as distributing relief and schog@ies. I-MEF purchased soccer balls and

members intentionally used these sunglasses todbtble Iragi women. As a result, Marines wereauthorized
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Frisbees to distribute to kids as another way taldish lines of communication and trust with
the local populace. As the Combined Action Teams establdib&xjue, they would wrestle

control away from armed groups, contributing to stahifitthe process.

Through the various levels of interaction spearkdduly the Combined Action Teams, the
tensions would be reduced. In the process of carrying out the various projects, local residents
would be exposed to Iraqi government officials with défgrethnic backgrounds. Interaction
with people of different backgrounds aimed to reiné the notion that everyone was working
together towards a greater Irag composed of peohevarious ethnicities. Fallujah residents
would also be able to see first hand that the toals goal was a free Irag and not control of its
people and resources by coalition nations. The focus on Iraqi freedom aimed to relieve some of
the nationalist tensions. In funding local projett¥lIEF provided money to Fallujah, alleviating
some of the economic tensions, which were particularly itapt The armed groups were able
to take advantage of the economic situation byrgapeople to conduct attacks against the
coalition. The jobs created by I-MEF plan thus aimed to ehtei much of the support to the
armed groups. In reducing these tensions, I-MEfgksbto reduce the potential for international

crisis in Fallujah by minimizing many of the causes andcsasur

sunglasses when operating around Iragis and wietéhi® reasons why.
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Adjustments

Figure 10. Ambush of Blackwater Security Consultig convoy 31 March 2004

I-MEF!s plan for OIF-1I, however, was derailed by the d@gesf 31 March 2004. The
ambush on the Blackwater contractors, figure 1GhbyFallujah Resistance created pressures
for an immediate, unambiguous, and decisive signal that such actions were intolerable.
Responding to the ambush, the coalition took up positiansdrFallujah and demanded that
those responsible for the ambush be handed overWhite House issued statements
condemning the ambush and mutilatiéhas did the Coalition Provisional Authority. Fallujah
citizens responded to this with demonstrationsraetbric supporting the ambush but not the

mutilation. Religious leaders within Fallujah isdugtatements "condemning the mutilation of

4431 March 2004 - Fallujah, Iraq - American civiigburned ' mutilated,# (accessed 20 November 2004)
available from http://www.mitchell-
tapping.com/images/31_march 2004 fallujah_irad/sae.dev91.310304152830.photo01.default-384x2&46.jp

%5 Scott McClellan, transcript of "White House Pr&sifing,# 31 March 2004 [online], (accessed 160Det
2004); available from http://www.whitehouse.gov/mséleases/2004/03/20040331-4.html

45 BGen. Mark Kimmitt and Dan Senor, transcript ob&ltion Provisional Authority Briefing,# 1 Aprildd4
[online], (accessed 16 October 2004); availablenfro
http://www.iragcoalition.org/transcripts/20040401prA_KimmittSenor.html
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the bodies of four U.S. civilians killed % but they stayddrsiabout the attack itself #
Supporters sympathetic to the Fallujah Resistamggetred increased tensions in other cities
around Iraq, figure 11. As tensions escalated, violence continued, and political pressure

mounted, the hopes for returning to I-MEF!s soft approach diminished.

Figure 11. Rising violence in Iraq. Disturbancesn 7 April 20042

Operation Vigilant Resolve commenced on 5 April 2004 as dialogue turned to ultimatum and
marked I-MEF!s departure from its counter-insurgencytesgsafor Fallujal® The coalition
refused to back away from its demands that thogmnséble for the 31 March ambush be turned
over. The city of Fallujah refused to cooperad#oreover, the resulting tensions enabled the

Fallujah Resistance to strengthen their power, doing away with the remaining vestiges of law and

47 Jefferey Gettleman, "Fallujah religious leadersdmmn mutilation of Americans, not ambusfah Diego
Union Tribunefonline], 3 Apr 2004, (accessed 26 September 2G84)ijable from
http://www.signonsandiego.com/uniontrib/20040408/seln3irag.html

“8"Operation Iraqi Freedom Maps: Apr 2004 OIF Maps,# Globai$gmrg, (accessed 19 November 2004);
available from http://www.globalsecurity.org/militglibrary/news/2004/04/040407-d-6570c-001.jpg
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order. As a consequence, the CPA directed thdétiomaio commence offensive combat

operations to reclaim the city.

As tensions quickly built between 31 March and 5 Apremendous amounts of information
from numerous sources were pumped to various @ecisakers. The CPA, coalition, and I-
MEF had to quickly process information made availablenfrmman intelligence, national
intelligence, informants, media, and situation répoit-MEF!s planning and preparation efforts
gave them an advantage in that they were alreadyida with much of preconditions in
Fallujah allowing them to quickly analyze precipitants fme€@tion Vigilant Resolve. The CPA
and coalition headquarters, on the other hand, had arlpggere view and therefore took
longer to process and place into context much o$peeific and particular information about
Fallujah that was made available. As a result, -MEF developed a different assessment of the
situation than the CPA with a correspondingly dife solutior?® Political pressure combined
with a rapidly deteriorating situation further comspted information processing. The CPA did
not have the time or resources to reconcile the differesgssments. It had to rely on its
assessment, which directed offensive action be taken.ivitecis orders, I-MEF proceeded

with Operation Vigilant Resolve.

The availability of real-time information on the*2Century battlefield also played a role in
stopping Operation Vigilant Resolve. I-MEF!s urban waafskills training prior to deployment
paid off. The Marines quickly gained the upperdanpart due to their ability to process and
use information on the battlefield faster than th8ufah Resistance. New optics like the

Advanced Combat Optical Gunsight (ACOG) allowed Marines to identify and engage

49 GySgt Mark Oliva, "Pendleton Marines cordon FallutUSMC News6 April 2004, story identification
number: 20044674726.
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combatants at long range. PRRs enabled Marines thsymze their movements to take
advantage of fleeting opportunities provided on the streets of Fallujah. UAVs provided

persistent real-time video surveillance to maneuvere

Anti-coalition forces also used information effectivelijhey were able to counter I-MEF!s
tactical information dominance with strategic infation dominance. The lopsided victories of
the Marines against the armed groups within Fdlluwyare portrayed as slaughters and inhuman,
generating cries against the coalition. Pressure mouritieith Wwaq and among the coalition to
stop what some international media outlets were portgags a massacre. The ensuing
pressure generated a ceasefire and brought the paittiesrtegotiating table within five days, a
situation favorable the Fallujah Resistaffcéhe combat effectiveness of I-MEF Marines was

therefore neutralized.

The resulting ceasefire placed I-MEF in a precariowsgon. They could not withdraw in
the event the ceasefire failed, should they wedered to resume the offensive, nor could they
attack. The ceasefire also served as a magnetté@national media coverage. Reports with
varying view points and worldwide viewers flocked te #irea to cover the unfolding situation.
The result was I-MEF forces observing a ceasefire in claserpity to Fallujah Resistance
fighters using the ceasefire to re-supply and regrdumder the watchful eye of the media.
Fallujah Resistance fighters repeatedly attempted to HMEF forces to violate the ceasefire

by instigating firefights and attempting to have the Margm@gage non-combatants. I-MEF had

*0 Rajiv Chandrasekaran, "Key General Criticizes Mtiack In Fallujah; Abrupt Withdrawal Called
Vacillation,#The Washington Pofbnline], 13 Sep 2004, (accessed 10 October 2@34)jable from LexisNexis.

*1 Scott Wilson, "In Mideast, Anger and Solidarityras Praise Iragi Insurgents, Condemn U.S. Ocaupéti
The Washington Pogbnline], 10 Apr 2004, (accessed 20 October 20843jlable from LexisNexis.

2 BGen. Mark Kimmit and Dan Senor, transcript of &litton Provisional Authority Briefing,# 9 April 28
[online], (accessed 16 October 2004); availablenfro
http://www.iragcoalition.org/transcripts/2004040%r8_KimmittSenor.html
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to rely on the discipline and judgment of its small Ugdtders to act appropriately and in
accordance with the terms of the ceasefire. Amreaetion or misplaced shot by a young
Marine could discredit the fragile peace createthieyceasefird® Fortunately, I-MEF Marines

were ready for this situation as a result of tragramd indoctrination into the Three Block War.

Negotiations during the ceasefire resulted in theitetion of Operation Vigilant Resolve
and creation of the "Fallujah Brigade# to restoreoto the city. The brigade consisted of
former Iraq military personnel who volunteeredeéaanstitute their unit and work for coalition
forces>* They were loyal to the IGC, in concept, and were placed under the operationdl contro
of I-MEF, who had responsibility for the city. TRallujah Brigade was given responsibility for
security and stability within the city. This alled I-MEF to resume its counter-insurgency
strategy and stand down from the resource intensh@nucombat. Marines quickly transitioned
back to stability operations in support of the countemigsncy. The ability to transition
seamlessly between combat and security operations isearect of training for the Three

Block War.

Initially, the Fallujah Brigade showed limited succesthmir ability to control the city. This,
however, quickly ended as members of the unit began opepporting armed anti-coalition
groups within Fallujah. Allegiance to the IGC didicgave way to allegiance to the brigade!s
commander. By the beginning of September 2004, it becaaady apparent that the Fallujah

Brigade was more of a problem than solution and was disbanded.

3 Marines are never denied the right or obligationself-defense. As a result, numerous situatiwose
where Marines acting in self-defense would shainditcoalition forces even during a ceasefire.

** The Iraqi military was disbanded by the coalition.

%5 Brian Dominick, "IFallujah Brigade! to Disband,iddResistance in Control of CityJthe New Standard
[online], 12 September 2004, (accessed 2 November 2004); available from
http://newstandardnews.net/content/?action=showm'itemid=977 .
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The situation within Fallujah started to deterioratekly. A power struggle among the
disbanded Fallujah Brigade, Fallujah Resistance Fallujah tribal leaders ensued. The
Fallujah Brigade!s power, its ability to control amfation, was quickly eroding. When it was
working for the IGC, the Fallujah Brigade controlled most efititeraction with the city. The
IGC and I-MEF would coordinate through the Fallujah Bregémlset up meetings inside the city
as well as arrange for the distribution of suppli€hat information armed the Fallujah Brigade,
giving it a sizeable amount of control over theimas factions within the city. The Fallujah
Resistance also sought out much of the same informatioracéasion, the Fallujah Brigade
provided information to selected elements of thkufed Resistance. Elements of the resistance
aligned with the brigade would be given informatiomtount harassing attacks (the Fallujah
Brigade did not want to trigger large scale retedig). Elements that were potential threats to
the brigade would be set up for counter-attacks. The Fallujah Brigade would provide them with
information on coalition action then alert the ctah to a potential attack triggering raids.
These raids not only eliminated potential rivalshte Fallujah Brigade, but also helped maintain

their relationship with an increasingly skeptical IGC &MEF.

The disbanding of the Fallujah Brigade eliminated iteas¢o information. It no longer had
power over the various factions within Fallujahtloe IGC. The Fallujah Resistance was able to
increase operations, as it no longer had to contetidanduplicitous Fallujah Brigade. Individual
soldiers from the disbanded brigade had to decide whadlstay in a Fallujah hostile to them,
join the resistance, join the coalition, or simplgltback into society. Increasingly they chose
to join forces with the Fallujah Resistance, openly challenging I-MEF forces on several

occasions.
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As the situation in Fallujah threatened to devolve into shi@ Interim Iragi Government!s
(11G) and coalition were left with very limited optians The 1IG and coalition were aware of
the Fallujah Brigade!s opportunistic behavior eartybut allowed it to continue because it did
not have a fallback plan for Fallujah short of cainbBy keeping a close eye on the situation,

the IIG and coalition hoped to buy time for the developréan alternate solution.

The Fallujah Brigade actually turned out to berapediment to the solution in other ways.
They were able to manipulate the contact betweegdkiernment and elements within Fallujah,
effectively silencing most of the potential solutiong ttedled for the withdrawal of the Fallujah
Brigade. With the brigade out of the way, the 1IG was able to establish direct lines of
communication with moderate factions within Fallujah amak with them to try and find a
viable solution to the problem. Over the periodvad months, the IIG negotiated with

representatives from Fallujah.

During negotiations, information once again becameapon. As radical members inside
Fallujah became aware of the negotiations, thekaseagainst them. They did so by increasing
the level of violence against I-MEF and coalition foraediscourage any interference. They
also attempted to garner broader support within Iragobtygying the negotiations as submission

to U.S. domination and not as positive steps towardew Iraq.

The 1IG and coalition, having learned the value of strateformation warfare from
Operation Vigilant Resolve, also worked to garner broagauipo pressure Fallujah to

handover terrorists. In this effort, they releasddrmation related to coalition hostage torture

5 0n 28 June 2004, the Coalition Provision Authotifsned over control of Iraq to the Interim Iraqi
Government. Irag was once again a sovereign naaurce is President George W. Bush transcriffeadsident
Bush Discusses Early Transfer of Iraqi Sovereig2§#une 2004., (accessed 2 November 2004); available from
http://www.whitehouse.gov/news/releases/2004/06126@8-9.html
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chambers and terrorist safe houses located within Fallljs4EF worked to translate the

tactical information advantages gained through persistent UAV coverage, signeg¢ption,
situation reports, and human intelligence repottts $trategic information advantatfelt sought

to prepare a potential global audience for the netoirurban combat and avoid the pressure to
prematurely stop operations such an audience eatecr In releasing credible information about
Fallujah operations by Iraq!s most wanted terrorist, Abude-Zargawi, IIG and the coalition

diffused much of the rhetoric being used by radioanents within Fallujah.

Throughout this period, I-MEF prepared to once adpailt its counter-insurgency strategy
and resumed urban combat. They knew the fighting wouldreeg large percentage of the
Marines and soldiers in Al Anbar province despiteatailability of high technology weapons
and systems. While technology advancements alldaretdemendous capabilities to destroy
targets with extreme precision, there were signititiamtations to identifying targets. While
modern technology developed weapons that coulgusitlabout anything anywhere, the
technology did not develop the ability to tell fisve should kill a particular target or not. This
point was emphasized in the middle of April over Fallujam. U.S. Air Force F-16 conducting a
routine patrol over Fallujah identified a large group mgwilown the city!s main street towards
a Marine checkpoint. The images the pilot saw were tratesiiid decision makers for
authorization to fire. The scene resembled a larxgk moving decisively towards a
confrontation. As a result of recent hostilities with OfieraVigilant Resolve, it was assessed
the mob was dangerous. The F-16 pilot receiveldogization to engage, dropping two five
hundred pound laser guided bombs on the mob. As the molsdidpa quick reaction force

was sent towards the impact to gather intelligence. As they arrived, they discovetiee thal

" Cpl Paul Leicht, "VMU-1 Pioneer UAV provides +tsireye! view of combat zonel3#8MC News17
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was actually a herd of sheep that a shepherd was moviggththe city. Eyes on the ground

would have been able to identify that.

Preparations for the second offensive into Fallujah dediuscenario based training focused
on decision-making at small unit levels. Small unit leadesuld be the center of gravity in the
upcoming, globally covered fight. A bad decision on theit, peansmitted to millions of
viewers, could not only spark violent action within other regions of Iraq, bid éaher erode
international support to the 11G and coalition. nSequently, small unit leaders worked through
various scenarios where they would have to makessgadond decisions on whether to shoot or
not shoot. In order to support the small unit leadeMEF worked with the 11G to evacuate as
many people from Fallujah as possible, workinglmassumption that those who stayed wanted
to fight. It accepted the risk of having anti-ctiah fighters evacuate with the non-combatants.
While those fighters that fled would survive toHiganother day, their base of support, Fallujah,

would no longer provide them a means of support and security.

The coalition could not only concentrate on prapato fight in Fallujah, however. The
limited number of combat forces required securitgragions to continue. I-MEF forces,
responsible for the entire Al Anbar province, contit afford to solely dedicate forces to the
upcoming Fallujah fight. The forces assigned tdufah would have to split their operations
between preparation and security. While the IIGrdmated the evacuation of non-combatants,
I-MEF worked to prevent the infiltration of additial anti-coalition forces. They also worked to
continue developing intelligence on dispositioranti-coalition forces inside Fallujah. This

intelligence was collected using a combinationeshinology and people. Foot patrols would

September 2004, story identification number: 200482248.
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maneuver to specific areas to confirm, update, and devdiamation that a technical sensor

identified.

Anti-coalition forces did not sit idly by duringithtime frame. They also made preparations
and continued to harass coalition forces. The fadllResistance worked to stockpile
ammunition and supplies throughout the city. They erected barricades and barriers in@n attem
to channel coalition forces to ambush sites. Anti-coalition forces built and empigoedised
explosive devices (IED) along likely avenues ofraagh. They did not limit their activities to
Fallujah as they continued to harass coalitiondsnith indirect fire, suicide attacks, and IED
attacks. I-MEF forces made appropriate adjustmiertimit the effects of these attacks,

minimizing their damage and instigation potential.

As both sides prepared for an eventual confrontatiorastevident the 11G was able to
establish a level of information dominance thaidtrbt have when the Blackwater contractors
were ambushed. On 31 March, the coalition wasefibto react to a deteriorating situation
without having the time or resources to process the relevant informationled iisa hasty
decision to abandon the counter-insurgency plan for Fallujah and replace it with an urban
offensive. As the offensive unfolded, anti-coalition &g cetained information dominance and
were able to use it to stop the offensive beforepipted them. This was not the case as the 1IG
negotiated with Fallujah elements and prepareddarfiensive. It was able to manage the

information so that it decided the time and dateaofflict.

By the end of October 2004 it became apparent negotiatieresfailing. The inability to
find a compromise position resulted in Operation Al Fajr. Moderate leaders within Fallujah were

not able to convince radical elements to turn spsgted anti-coalition forces. The IIG was
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unwilling to meet the demands of the radical elemeiitge race to control information heated
up. With U.S. federal elections scheduled for 2 Malver 2004, anti-coalition forces were
pressing to have negotiations end and hostiliti@sngence by the end of October. The IIG
drove to end the negotiations on its terms and tagcontrol of the situation worked to delay
hostilities at least until after the U.S. federalctions. Had hostilities commenced prior to the
U.S. federal elections, tremendous political pressatdd have wrestled some control away

from the IIG.

On 8 November 2004 the IIG directed coalition ferte begin Operation Al Fajr and regain
control of Fallujah. Applying some of the Three Block Waelsdts, the plan to re-take Fallujah
involved media management through information control. To this effect, the coalition initiated
the operation by seizing the Fallujah General Haspitthe western part of the city. During
Operation Vigilant Resolve, this hospital was a primawyrs® of anti-coalition information.

The Fallujah Resistance claimed that coalitionder@ere committing atrocities by broadcasting
images from this hospital. The images could not be vérifigased on the tactics used by the
armed groups, there was a high probability thairtteges broadcast were used out of context.
lIG control of the hospital would ensure that hestorces could not repeat this tactic, denying

them a source of unverifiable information to generate tesspre to halt the operation.

I-MEF forces also exploited their tactical infornmatidominance. Small unit leaders used
PRRs to coordinate their action as they pushed through Fallujah. As a result, there were no
friendly fire incidents between units on the growlespite the close proximity to one another,
high tempo of operations, and confusing streetsadlagis. |-MEF, acknowledging the critical
role the small unit leader played, worked to prowida with appropriate information and

support. Persistent UAV coverage provided informatiorcearning movement of people. Close
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air support provided precise heavy firepower for targets identified by the Marines and soldiers on
the ground. Blue Force tracker, a satellite-basszking and communication system, enabled
higher levels of command to maintain accurate sdnawareness and monitor the progress of
combat from their combat operations centers. Tl@yaof the combat operations centers to
maintain accurate information alleviated some oftilme consuming position and situation

reporting from small unit leaders. The training and preparation enabled I-MEF tofcss

technological advancements to their Three Block Wl apply it decisively.

The 1IG and coalition not only managed information and etgadactical information
dominance, but also prepared for potential negatigdia events. They did not want to lose the
initiative as they did during Operation Vigilant Re&o A test to their preparation came on 13
November 2004 when a Marine killed a wounded enemy comitiata mosqué® The incident
was captured by media representatives and tramshgtobally. Almost immediately it
generated pressure by anti-coalition supportessaj the offensive. It also generated pressure
from the international community. The IIG and ¢tah, however, was prepared to handle the
situation, devising a suitable response that did not prematurely end combat operations, while

addressing the incident appropriately.

Resolutions

Operation Al Fajr appears to have succeeded. r@arftFallujah once again rested with
people responsive to the IIG. I-MEF forces stattelreconstruction projects to repair the
damage caused by their fighting. With urban warfasmplete, I-MEF was able to resume its
counter-insurgency strategy and re-build local support. Anti-coalition activityfisagrtly

decreased on the outskirts of Fallujah. In the eight weetikéelen the disbanding of the Fallujah
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Brigade and commencing of Operation Al Fajr, neggorts from Fallujah focused on Fallujah
Resistance activity and coalition actions against it. @laesivities and subsequent responses
were generally violent in nature. In the monthkfeing the establishment of the Civil Military
Operations Center in Fallujah on 21 November 2084;sreports from the city have been
noticeably absent of violence and focused on reconstruatid stability’” A more telling sign

of success was the recent Irag National elections helard@ary 2005 were Fallujah accounted
for forty-four percent of all votes cast in the Al Anbar provifft&he successful integration of
the Three Block War with Network Centric Warfare @lBjah proved successful and conveyed
a signal to other insurgent strongholds like Rantfaal insurgent safe havens would not be

tolerated.

Lessons Learned

Several lessons can be drawn from the events lgaghno the first offensive in Fallujah as
well as events following that first offensive. Amitial focus on the major lessons learned from
Operation Vigilant Resolve will illustrate what s were also applied and to what effect
during Operation Al Fajr. High on this list was the use afrimiation. The fight for Fallujah
also identified and applied lessons re-learned, ligdrtiportance of small unit leaders, role of
technology, and characterization of the enemy.r@& agere other issues identified during
Operation Vigilant Resolve that do not qualify as eitkesbns learned or re-learned as they
identified areas for further debate and study. Primaryngntttese was the role of civilian

leadership.

*8 United States Central Command, "Possible Law afiéd Conflict Violation Under Investigation,#
CENTCOM News Releasts November 2004, release number: 04-11-53.

*9 United States Central Command, "Civil Military @ptions Center in Fallujagh@ENTCOM News Release
22 Nov 2004, release number: 04-11-75.

0 Scott Peterson, "Fallujans welcome security, aelaittricity,#The Christian Science Monitfonline], 8 Feb
2005, (accessed 9 Feb 2005); available from hitwwW.csmonitor.com/2005/0208/p01s02-woiq.htm
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The use of information stands out as a significant lesson learned and appliediGyaihe |
coalition. Leading up to and during the conducDgpkration Vigilant Resolve, I-MEF arguably
had tactical information dominance. They were ables®sophisticated and simple systems to
build situational awareness around Fallujah. Sophisticaystems included satellites and
aircraft capable of intercepting cell phone communicadioa delivering real time video of the
city. Simple systems included collecting information freiormants, agents, and field reports.
These simple systems, while extremely useful, were relgthascent, limiting their potential
contribution. Combined with the sophisticated systemsghiew a significant amount of

relevant information was available.

The lesson learned and subsequently applied rglagimformation has more to do with
strategic information, however. Leading up to Operation Vigilant Resolve, the IGC, CPA, and I-
MEF were forced to react to information, limitirfgeir ability to control events. Broadcast of
the Blackwater ambush and subsequent spontaneous celebrations generated pressure for quick
and unambiguous retribution, something favored by thecaalition forces. A harsh response
by the coalition supported much of the claims praddiy the Fallujah Resistance and anti-
coalition force. The harsh response served to fuel thietecinsurgency in Fallujah and across
Irag. While I-MEF recognized this, the IGC and C&4 not. They did not have the time or
resources to process all the information on theasin and come to the same conclusion. The

result was Operation Vigilant Resolve.

It took until the conclusion of Operation VigilaResolve before the value of strategic
information dominance was applied. The IGC and CR#evagain unable to process the vast
information fast enough to head off demands to prematerelyOperation Vigilant Resolve.

Anti-coalition forces used information concerning théfitp portray the operation as a
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massacre and slaughter. I-MEF forces, making sagmf progress destroying the Fallujah

Resistance and eliminating their base of support veeced to stop.

The IGC and coalition did not have the same prolddenmg Operation Al Fajr. They were
able to process relevant information and make apjatepadjustments before that same
information was used against them. They also limited thaadility of negative information by
ensuring objective and verifiable reporting from thdujah General Hospital. Their ability to
respond to the potentially harmful airing of a Marine!s action on 13 November is further
evidence that the IGC and coalition learned andieghpaluable lessons concerning strategic

information dominance for Operation Al Fajr.

The first lesson re-learned was the importance of smdllaaders. This lesson was re-
learned in small part as a result of failure buglieater part as the result of success. The &ailur
was in the form of poor judgment used by the Blackwater actars. Their decision to drive
through the center of Fallujah on 31 March 2005pite the well-known threats, triggered the
series of events that ultimately ended in Operation Al FHEje four members killed that
morning forced I-MEF to suspend its counter-insurgen@tesgly and adopt an urban

warfighting campaign.

To a much larger extent, success emphasized thetmmge of small unit leaders. Decisions
made by relatively young and inexperienced leaders omtncous basis provided the IGC and
coalition with the appropriate space to make decisignging Operation Vigilant Resolve, their
decisions directly contributed to the successes ebditlefield. During the ceasefire, their
restraint and judgment prevented anti-coalition foroes finstigating unjustified violations.

The presence of global media representatives cong@althe significance of small unit leader
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decisions, as a bad decision would surely be tratesihrto a global audience. The lesson was re-
applied during Operation Al Fajr where the only questitenamall unit leader decision was that
made on 13 November. While the implications of that decsierserious, a full investigation is

underway to determine if it was in fact a poor decision.

The role of technology was also re-learned duripgr@tion Vigilant Resolve and was
related to the importance of small unit leaderhisTesson was also the result of successes.
Technology was used to enhance the capabilitiéseatmall unit leaders. Operators drove the
acquisition of new equipment. They analyzed tlskddhey were expected to perform and
identified capabilities that would enhance their abilitypéerform these tasks. Technology, in the
form of new equipment, was not pushed down to operators. Warfare, particularly urban and
counter-insurgency warfare, is characterized by a vialash between people. "No degree of
technological development or scientific calculation#®fichange that. As a result, people, not
equipment will determine the results of warfarejupment that does not enhance a person!s
capability to fight is of little use to the warrioifo determine what will enhance capability,
development should be closely tied to the war &gktho can provide the appropriate input and
feedback. Close association will ensure technolbdeaelopments are responsive to the war
fighter and correspondingly useful to the small unit éeadrl'his was the case for Operations

Vigilant Resolve and Al Fajr.

The third lesson re-learned had to do with the chaiiaaten of the enemy. In situations
where confrontation is highly probable, it is easy artdnahto characterize an opponent as

inferior, incompetent, or weak. This phenomenontisaated well by John Stoessinger in his

®1 United States Marine CorpglCDP-1: Warfighting (Washington D.C.: U.S. Government Printing QGéfic
1997) 14.
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bookWhy Nations Go to Wavhen he looks at the profiles of various leaders. Doing so,
however, can have disastrous results. Preparing forantgdOperation Vigilant Resolve, I-

MEF consciously avoided this potential pitfall by tregtthe Fallujah Resistance as deadly
adversaries. Anti-coalition forces had demonstratadnly a high level of skill but also a
capacity to learn and adapt its tactics. I-MEF knefaaed a thinking adversary who learned

from every engagement and approached Operation VidRlesblve and Al Fajr accordingly.

The plan for Operation Vigilant Resolve used a hamene anvil approach. They set up the

anvil in the northwest corner of Fallujah and uk®des to the east and southeast as the hammer,
driving the Fallujah Resistance against the anvdr Operation Al Fajr, they changed their
approach because they assumed the Fallujah Resistance would be prepared for a hammer and
anvil. For the new offensive, I-MEF used a sweap @aar approach, clearing the city from

north to south with forces arrayed east to west.

The last area for learning concerns the roleswlian leadership. This is an area for
learning as opposed to a lesson learned becauserémeains much to be debated and studied.
The issue is not a new issue, but was nonetheless crystallized in the days leading upitmOperat
Vigilant Resolve. The military on the ground deogdd an assessment that differed from that of
the civilian leadership. Despite numerous attempts to convince the civilian leadership about the
limitations of their analysis and merits of theitaily analysis, the civilian analysis ruled the day
The military dutifully discharged its orders evéough it knew it was the wrong course of
action to pursue. This dissatisfaction surfaceithéopublic!s attention in September 2004 when

I-MEF!s Commanding General voiced his frustration wiité decision.

This situation was not unique to Operation Vigilant Res@als it has been repeated

throughout history and will likely be repeated agai he rate, quantity, and pace of information
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movement on the modern battlefield, however, may striin@gamental principle of western
democracy, civilian leadership of the military. The fluiduna of information combined with
speed it is made available may place the military in a pasithere it has the best situational
awareness. The perishablility of information may sevdniy the military!s ability to bring the
civilian leadership up to date on the pertinenpinfation in a timeframe suitable to use the
information. Without a common operating picture, thétamy unit with the best information
may have limited authority to use it. In Fallujah, siteation led to different courses of action
by the military and CPA. The friction and outcome that reduitom the differences as well as
the likelihood there will differences in levels of understanding in theddeading to more
friction in the civil-military relationship in othesituations make this issue worthy of further

study.

| MPLICATIONS FOR FUTURE STRATEGIC CORPORAL ROLES
Introduction

The evolving security system suggests that future batiegust in Iraq, will likely resemble
the battle for Fallujah. The success of I-MEF in Fallujay tnerefore serve as a case study for
forces preparing for these types of battles. While every situaill be different and the actors
will have particular strengths and weaknesses, the iaptiamle to be played by small unit
leaders will nonetheless be significant as it wasrater of gravity in Fallujah. Looking at
Fallujah, one can start to identify potential rad@sl implications for small unit leaders that can

have strategic effects, turning those small unit leaders into Strategic Corporals.

The fight for and events leading up to the fightFallujah emphasized the important role of
the small unit leader. His actions, decisions, laaudl work greatly contributed to the successes

of Operations Vigilant Resolve and Al Fajr. These successes were realizedaetical level,
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wining firefights; operational level, denying anti-coaln forces a sanctuary; as well as at the
strategic level by having Fallujah participate in t@eJanuary 2005 elections. They gave
additional depth and meaning to the concept ofStinetegic Corporal. Small unit leaders also
were central to the application and integration oht®logical advancements. New systems
enhancing command and control, reconnaissance, and communication were fieldst in di
response to needs identified by small unit leattensiprove their capabilities. A look at the
implications of intelligence, command relationshipshtexdogy, preparation, media, and
integration as they played out in Fallujah may prove beneficial to understanding how to
capitalize on the strategic effects of small unit leaders.
Role of Intelligence

The Strategic Corporal has specific needs from inteligemhese needs depend on the
phase of an operation and are significantly different fioemieeds of high-level decision makers
and staffs. During the training and preparatioaggh the small unit leader will need intelligence
that articulates the context for the specific operatibime context works to provide depth and
relevance to the commander!s intent and missie@nted order. It allows the Strategic Corporal
to understand and anticipate consequences to actions and thus make sound deatkign

This intelligence is usually synthesized from variomsrees and analysis.

During the execution phase of an operation, the tfgnformation required by the Strategic
Corporal is different. Intelligence that will hetipe small unit identify potential danger areas in
his immediate vicinity will be of greater value than cortekintelligence. In this phase, access
to real-time reconnaissance becomes indispensable. srnageommunicate vast amounts of

information in a very short time period on situations #ratextremely fluid and dynamic.
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The Strategic Corporal is more than a simple conswihiatelligence; he is also a producer
of intelligence. During the training and preparation pead operations, the small unit leader
can help identify critical areas to focus reconsaice. During the execution phase, the
Strategic Corporal can have first hand informationualioe disposition of an adversary.
Advancements in technology are making it possible for ttgstand information to be made
available to other consumer.

Role of Command Relationships

Command relationships also play an important roteéle Strategic Corporal. The goal and
purpose of command relationships is to attain synergiffects from the operation of numerous
small units. Rigid vertical command relationshipsyminnecessarily slow down the tempo of
battle that can be created and sustained by smialeader actions. Completely flat and
horizontal command relationships, however, may prowdlifficult to manage on the fluid and
dynamic modern battlefield. Poorly established o@nd relationships not only lead to
confusion and inefficiency, but also slow down the tempopafrations, limiting the ability to
maximize fleeting opportunities. A poorly estabsl command relationship usually results in
time consuming interactions between units, shiftingeof the Strategic Corporalls attention

away from the battle to make sure the appropriatediation is performed.

In order to maximize the Strategic Corporal's calgas on the battlefield, an effective
command relationship must be established. A way to gtrikbalance required to unify the
efforts of the various small units while providitigem the flexibility to analyze and operate
independently is to break up operating areas into sectors. Small units are elements of large
units. These larger units can be responsible for sectors, within which their naturairaibord

elements operate. Incrementally larger units similalyhe various sectors together. In
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Fallujah, the Strategic Corporal operated at the fire-i@agdnsquad level. They reported to a
platoon, which reported to a company. The pattern contimitedncrementally larger units
until it reached I-MEF, which provided the apprepei information to the [IG. This relationship
gave the Strategic Corporal the flexibility required to maxze opportunities on the battlefield
while contributing to the 11G and I-MEF!s strategic objectives.
Role of Technology

A center of gravity on the modern battlefield is the Strategic Corporal.ndkjical
advancements that enhance his capabilities wihieod mission accomplishment. Before a
technological advancement can enhance a small unitrleadgabilities, however, a clear
understanding of the tasks required by that leadexquired. These tasks will often times
become context specific. In Fallujah, for instareceritical task of the small unit leader was to
engage and destroy anti-coalition forces in clasatgrs. Technological advancements enabling

small unit leaders to engage opponents at longrdissawhere therefore irrelevant.

In order to identify required tasks of the small urdtder, detailed mission analysis is
required. That detailed analysis will identify cajitibs that will enhance the small unit leader!s
ability to accomplish his mission. Once the capability is identified, itis ttme to acquiring a
system able to provide that need. Frequently, a systeminpd for a specific capability is not
available. In those instances, a new system must\eaped, or an innovative application of
an existing system, not optimized for an identified capgbititust be pursued. The timeframe
and costs associated with developing new systems creates a demand for innovation. Separating
the development and application of new technology from capabilities that enhance a small unit
leader!s performance can prove to be expensivesponsive, and ineffective. Establishing and

maintaining a strong link with the small unit leagell guide technological innovations.
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Supported with this technology, the small unit leadar significantly contribute to strategic
objectives.
Role of Preparation

Preparation plays an important role in the effestiss of the Strategic Corporal. Itis a
critical component to his ability to make sound &ntkly decisions on the modern battlefield.
Intelligence, discussed earlier, is one element ofgregmn. Scenario based training is another
important aspect of preparation. This familiarizes thelamé leader with likely scenarios he
will encounter on the modern battlefield. Thinking threwlifficult situations before venturing
onto the battlefield enables the Strategic Corporal to identify critical information required for a
decision as well as better anticipation of situatioAssociated with scenario-based training is
mission analysis. Detailed mission analysis facilitates the developmetévatneand

representative scenarios.

Another important aspect of preparation is team buildingveldping a strong working
relationship with members of the unit enables that&gic Corporal to quickly direct action and
implement his decisions. It reduces unnecessaey-taam communication allowing member to
focus on actions in the objective area. The small unit leadesthategic impact when he can

synthesize the activities and efforts of his teaemters into a unified action.

Team building also applies to developing familiarity witjugment. Some equipment may
be new, while other equipment may not have beerldped specifically for the tasks at hand.
Practice using the equipment in a setting representative dfattlefield will maximize its
usefulness, making the equipment part of the telsliany times, the equipment will also be the

critical link between the small unit leader and toenmand and supporting organizations, the
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larger team so to speak. Practice using the equipmentiaiteeralso enhances the effectiveness

of the force.

Developing the ability to transition between levelsvar is another important task to
practice during preparation. The dynamic and fluid natfithe modern battlefield will require
small unit leaders to transition between low and high intensity operations repeatedly and
frequently. Consequently, they must be able toyathy@ir primary skills in various conditions.
This ability to transition effectively contributés the strategic impact of small unit leaders. The
application of high intensity combat tactics in a low intensity situatgontransform a benign
situation to a hostile situation with significantagégic ramifications. The application of deadly
force during a civil disturbance is a good exampi¢hile it is a tool of the Strategic Corporal in
intense combat, deadly force has very limited effectsharasituations. Similarly, failures will
likely result if low intensity tactics are appli@da high intensity situations. Use of non-lethal
force in intense combat will likely result in unnecessagualties among friendly forces and
limit the ability to attain desired objectives. ede failures can also have strategic ramifications.
Role of Media

The globalization of media and their ability tortsanit information around the world in near
real-time has significant impact on modern conflict. ltrguably the major reason why small
unit leader action can have strategic effects. liss anlikely to change, for the media is likely
to become more involved. As a result, there are some semglisations for the Strategic

Corporal on the modern battlefield.

Media makes it possible for a global audience tm@gs a small unit leader in action,
capturing the effects of his decision real timéne3e effects can be positive if they create

opportunities and support the overall strategy, or taybe negative if they limit future
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opportunity or detract from the overall stratedy.order to increase the likelihood of a positive
effect, training and preparation should first of all fecun minimizing poor decision-making. It
should also include media related training. Thaging involves making small unit leaders

aware of the presence of media but goes beyond that.

To benefit from the presence of media on the modtatttefield, Strategic Corporals should
be trained to interact with the media. Interaction wilVeeseveral causes. First, it will allow
the small unit leader and media representative to apes bf communication, which will allow
them to coordinate their efforts. The media looks to cover thelfighdoes not want to be
killed or injured in the process. The small usader is responsible for prosecuting the fight and
wants to eliminate as many distractions as possible frombjeetive area. The two objectives

are mutually supportable and do not require compromisingidtia content.

Interaction will also help the media cover the fatbattlefield more completely. The
Strategic Corporal will have an intimate understanding of the battlefield anthsmsight into
what influences an outcome. Interaction with media widllde the media to direct appropriate
attention to areas that may be overlooked by peopddadesiliar with the environment. The
special insights gained from the Strategic Corporal'ge&pces will therefore contribute to the

objectivity of media reporting.

Embracing the media and preparing the Strategip&al to interact with the media can lead
to mutual benefits. The military benefits from more objectoverage of the battle as well as
insight into what information may be made availablé&s opponents. The military also reduces

the likelihood of harming media representativesmfiting to cover a fight. The media gains
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special insight to the fighting as well as secure access/& egents. It reduces its risk of
becoming a casualty by interacting with the Strategic Qaip
Role of Horizontal Integration

The modern security environment is complex. It has ragbns that go beyond the
military. Consequently, the modern battlefieldiimilarly complex. The small unit leader is
limited in his capacity to understand all the varialalgsociated with modern battlefield and must
focus on his primary task. As a result, the ability to irgegwith people and organizations that

have different primary tasks than the military bees important.

The complexity of the modern battlefield exceeds tipaciy of the military to function
independently. It must rely on other organizatilikes the State Department, Central
Intelligence Agency, and Department of Commerceaime a few. It must also be able to
operate with coalition partners and international nizrgtions like the United Nations, Gulf
Cooperation Council, and North Atlantic Treaty Organ@atincreasingly, non-government
organizations like the Red Crescent and private security services have devatoglatist best
suited to particular situations on the modern bagld. As the complexities of the modern

battlefield are unraveled, the list of relevanoaswill likely continue to grow.

The large number of potential actors on the moettiefield makes it impractical and
impossible for a small unit leader to learn thersfiths and weaknesses of them all. In order to
harness the specialties of these varied organimatad support the Strategic Corporal without
forcing him to loose focus on his objective are® oan use the command relationship model
discussed above. Itis much more efficient andtpral to have an understanding of the various
organizations located somewhere that is easilyssdae by the Strategic Corporal should he

need it. This can be a cell consisting of a represensdtiomn select organizations mixed in with
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military personnel familiar with them. The besaggment of this cell may not be at the highest
level of command but at an intermediate level thatore responsive to the small unit leader. If
there are not enough cells to distribute to every corresponding intermediate level unit, then
processes can be developed enabling these intermediate level units to direatythentell,
regardless of its placement in the chain of command. Irresitfoation, important subject
specific information is made available to the smait leader very quickly while not detracting

from that small unit leader!s focus on his objective area.

CONCLUSION

The conflict in Iraq, particularly since the traimn to OIF-I Phase 1V, has many of the
characteristics of what warfare may look like ie thodern security environment. Looking at
how I-MEF prepared for and conducted operations in Iragighes a point of reference for
future conflicts. Specifically, looking at how I-MEF approached and ledrtile situation in
Fallujah provides a case to study on how a unjpged for, operated in, and adapted to the
modern security environment. |-MEF did this durangeriod of transformation within the U.S.
defense establishment. Pressures to adapt to Ne@eamtric Warfare competed with the

Marine Corps! Three Block War. The result proveeéeite in Fallujah.

As with most things in life, extremes seldom prodiasting results. I-MEF combined
aspects of the Three Block War and Net Centric Warfarerto &m effective way to address the
three primary dynamics of the 21st Century secumityironment, urbanization of the battlefield,
rapid advancements in information technology, and ris@ofstate armed groups as
adversaries. This combination was put to use during Operation Al Fajr where U.S. Marines used
the concepts of the Three Block War enhanced by technolegst@ms developed for Net

Centric Warfare to root out armed groups in Fallujahe mature of the battlefield and opponent
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required direct involvement of Marines to determine commidtam noncombatant. This
process, however, was enhanced with advanced tactita$ nased to communicate between
Marine units. Technological advancements also fa@btéhe communication between small
units and supporting arms with the deployment of ligidg\ut laser designators and friendly
position locating devices. These devices fed filefatation information into command

centers, keeping the various commanders! situationakemess high. A warfighting concept
centered on the interaction of small unit leadera complex and dynamic environment
supported with information technological advancets@noduced positive results in Fallujah and

provides a framework to build on for future encaust

At the center of this nexus between the Three Block WalNataork Centric Warfare was
the small unit leader. This small unit leader, primarilyufsx on tactical success, nonetheless
had strategic implications. Overall success depérh success at the tactical level. Mistakes
and miscalculations at the tactical level coulgpralize overall success. The result is added

significance to the concept of the Strategic Caapor

The study of I-MEF!s actions in Fallujah centered on corabras Strategic Corporals. The
modern battlefield, however, does not have an easilyat@@rfront or delineation between
combat zones and non-combat zones. As a reswdte§ic Corporals exist across all military
specialties. A supply corporal leading a convoy is fisdikely to face situations where his

actions can have strategic implications as theninjacorporal patrolling for insurgents. .

To be sure, the concept of the Strategic Corporal doeampbt that there is only one such
person. In fact, there are numerous Strategic@alp. The challenge then becomes unifying

the various Strategic Corporals into a unifiedtsfyg. I-MEF!s merging of the Three Block War

62



with Network Centric Warfare for the fight in Fallujah provides one possible solution.
Understanding this and developing a strategy thath@arness the efforts of all the Strategic
Corporals on the modern battlefield will significgenhance the prospects of victory in the

future.
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